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NETWORK SYSTEM  

Devicenet Network 

Devicenet Introduction 

Configure Devicenet Network 

Control devices via Devicenet 

Back up on DeviceNet 

Ethernet Network 

Ethernet Introduction 

Configure Ethernet Network 

Control devices via Ethernet 

ControlNet Network 

ControlNet Overview 

Configure ControlNet Network 

Control devices via ControlNet 
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DEVICENET  NETWORK 

DeviceNet Overview 

Up to 64 nodes(0-63) in DeviceNet Network 

There are one Master and Slaves 
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DEVICENET NETWORK 
Communication between DeviceNet Devices and 

CompactLogix via 1769 SDN Module 
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DEVICENET NETWORK 
Communication between DeviceNet Devices and 

CompactLogix via 1756 DNB Module 
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DEVICENET  NETWORK 

DeviceNet Features and Functionality  

Network size Up to 64 nodes 

Network Length 125Kbps: 500m 

250Kbps: 250m 

500Kbps: 100m 

Data Packets 0-8 byte 

Bus Topology Linear (trunkline/dropline);power and signal 

on the same network cable 

Bus Addressing Peer to Peer, MultiMaster hoặc Master/Slave 

System Features Removal and replacement of devices from the 

network under power 
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DEVICENET  NETWORK 

Assign an address to each Devices 
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DEVICENET NETWORK 

Bus Topology 
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DeviceNet Cable specifications 

 5 conductors, 1 pair of 24volts DC Power, 1 pair for can 

communication, one shield.  

 Maximum current for 24 volts power DC is 3 amps. 

DEVICENET NETWORK 

DeviceNet Cable 
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DEVICENET NETWORK 

The Inverted Logic of DeviceNet Bus 
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DEVICENET NETWORK 

The Inverted Logic of a DeviceNet Bus 
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DEVICENET NETWORK 

DeviceNet Data Frame 
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DEVICENET NETWORK 

Logic State of Data Frame 

Identifier field and RTR bit are used to identify which node 

has right to access bus 
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DEVICENET NETWORK 

Arbitration of DeviceNet Bus 

The winner of all nodes transmitting simultaneously is the one with the 

lowest-numbered 11-bit identifier 

If a node transmitting a recessive bit receives a dominant bit while 

sending the arbitration field, it stops transmitting 
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DEVICENET NETWORK MESSAGES 

Destination 

node address 

Service 

 code 

Class  

ID 

Instance 

 ID 

Attribute  

ID 

Data 

Basic Format of Explicit Messages 

Service Code, Class ID, Instance ID, Attribute ID: The parameters 

used for specifying the command, processing object, and processing 

content. 

Destination Node Address: The node address of the Unit that is 

sending the explicit messages (commands) 

DeviceNet supports two types of messaging: Explicit Messaging 

and I/O Messaging 

Explicit Messages: Used between two devices for configuration and 

diagnostic data transfer. They are low priority and not time-critical. 

I/O Messages is time-critical and have high priority 



EEEF 

      15 HCMUTE 11_2014 phuongtv@hcmute.edu.vn_0908248231 

EXPLICIT MESSAGES 

 Service 

Code 

Class 

ID 

Instance 

ID 

Attribute 

ID 

Description 

0E Hex 01 01 01 Get Vendor ID 

0E Hex 01 01 02 Get Device Type 

0E Hex 01 01 03 Get Product Code 

0E Hex 01 01 04 Get Revision 

0E Hex 01 01 05 Get Status 

0E Hex 01 01 06 Get Serial Number 

0E Hex 01 01 07 Get Product Name 

0E Hex 03 01 01 Get MAC ID 

0E Hex 03 01 02 Get Baudrate 

10 Hex       Set MAC ID 

10 Hex       Set Baudrate 

10 Hex 90 01 12 Set Heartbeat to a device 

0E Hex 90 01 12 Read Heartbeat from a device 

05 Hex       Reset Device 

Service Code, Class ID, Instance ID, Attribute ID of  Devices 

If we know Service, Class, Instance and Attribute of Devices, we can 

access any data of devices. 
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EXPLICIT MESSAGES 

Setting heartbeat for Device using Service Code, Class Code, 

Instance Code and Attribute Code 
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I/O MESSAGES 
Polled I/O Messages: Master Scanner automatically sends a message containing 

outputs to each slave with a connection configured for polling. The slave sends back 

a response containing input data. Polling therefore requires 2 messages to update the 

I/O data for each polled device 

Polling is the most accurate but least efficient method of updating I/O data 
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I/O MESSAGE 

Strobed I/O Messages: The master produces a single Strobe request 

message that is consumed by all devices with a connection 

configured for strobing, requesting their current status. This occurs at 

the rate selected using the Scan Interval parameter of the DeviceNet 

Master Module 
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I/O MESSAGES 
Cyclic I/O Messages: The Master Scanner automatically sends a message 

containing outputs to a device with a connection configured for Cyclic update. The 

device sends back a response containing input data 

Unlike Polled messaging, Cyclic messaging can use a different interval as 

configured for each slave 
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I/O MESSAGE 

Devices Produces Change of 

State Message 

Master sends Outputs, 

Devices Replies 

COS I/O Messages: A connection configured for Change-of-State (COS) I/O Messaging is activated only 

when the device sends a message to the master, reporting a change of status. The master then sends an 

output message to the device and the device responds with its input data 
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I/O MESSAGE 
Selecting I/O message to transfer between Master and Slave 
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MASTER SCANER DATA FLOW 
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MASTER SCANNER 
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SCANNER MEMORY 
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DEVICENET SLAVES 
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DEVICENET NETWORK CONFIGURATION 
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DEVICENET NETWORK CONFIGURATION 



EEEF 

      28 HCMUTE 11_2014 phuongtv@hcmute.edu.vn_0908248231 

Configure I/O modules for Slaves by RSnetwork for Devicenet 

DEVICENET NETWORK CONFIGURATION 
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Configure I/O address for modules in Master Scanner 

DEVICENET NETWORK CONFIGURATION 
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Insert Master Scanner into Project using RSLogix5000 

DEVICENET NETWORK CONFIGURATION 
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Creating logic to exchange I/O data over Devicenet Network 

DEVICENET NETWORK CONFIGURATION 
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COMPACTLOGIX DEVICENET SCANNER 

1769 SDN(Devicenet Master) 
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CONTROLNET DEVICENET SCANNER 

1756 DNB (Devicenet Master) 
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1794 ADN(DeviceNet Slave) 

DEVICENET SLAVE 
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Flex I/O 1794-IB8, IB16. 

DEVICENET I/O MODULES 
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Flex I/O 1794-IB32 

DEVICENET I/O MODULES 
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Flex I/O 1794-OB18,OB16. 

DEVICENET I/O MODULES 
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Flex I/O 1794-OB32. 

DEVICENET I/O MODULES 
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CONTROL DEVICES VIA D_NET 

1. Connecting Devices to DeviceNet Network 

2. Setting the address of Scanner and other devices 

3. Creating Scanlist file by RSnetwork for devicenet 

4. Configuring I/O memory area of modules 

5. Downloading the configuration to Scaner 

6. Creating a Project in RSlogix5000 

7. Writing logic program 

8. Downloading the program to PLC 
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 Creating Scanlist file by Rsnetwork for Dnet 

CONTROL DEVICES VIA D_NET 
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Depend on system hardware, Scanlist file is 

different 

CONTROL DEVICES VIA D_NET 
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Add devices to Scanlist 

Select Scaner module/upload/ Click Scanlist tab/ choose 

devices to add to Scanlist 

CONTROL DEVICES VIA D_NET 
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Specify I/O memory areas of modules at Input and Output tab 

then download to Scanner module. 

CONTROL DEVICES VIA D_NET 
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 Creating a project in RSlogix5000 and add a Scanner 

module  

CONTROL DEVICES VIA D_NET 
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Configuring the Scanner Module  

CONTROL DEVICES VIA D_NET 
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Writing a simple program in Rslogix 5000. 

Notice:CommandResister.Run instruction must be executed 

to run devicenet network 

CONTROL DEVICES VIA D_NET 
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Writing logic to access I/O modules. 

CONTROL DEVICES VIA D_NET 
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DEVICENET NETWORK TROUBLE SHOOTING 
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DEVICENET NETWORK TROUBLE SHOOTING 
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DEVICENET NETWORK TROUBLE SHOOTING 



EEEF 

      51 HCMUTE 11_2014 phuongtv@hcmute.edu.vn_0908248231 

DEVICENET NETWORK TROUBLE SHOOTING 
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EX_1 

Set up a devicenet network includes two nodes.  

 Scaner has Address 0 

 Slave  has Address 4 and I/O modules  

 Two buttons and one Motor are connected to I/O 

devicenet modules to Start and Stop the Motor. 

EX_2 

Set up a devicenet network includes two nodes.  

 Scaner has Address 0 

 Inverter(PowerFlex) is slave with address 4 

 Start, Stop motor and increase,decrease motor speed 

from controller 

CONTROL DEVICES VIA D_NET 
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BACK UP ON DEVICENET NETWORK 
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BACK UP ON DEVICENET NETWORK 
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BACK UP ON DEVICENET NETWORK 
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BACK UP ON DEVICENET NETWORK 

Configure the Back up system. Follow these steps to configure a 

CompactLogix backup system on the DeviceNet network. 

1. Install all I/O and operator interfaces that you need to back up on the 

DeviceNet network. 

2. Connect a CompactLogix controller with a 1769-SDN scanner 

module to the DeviceNet network. 

3. Set the scanner module node address to 0 (or the lower of the two 

node addresses reserved for the CompactLogix controller backup 

system). 

4. Apply power to the controller and the network. 

5. Use RSNetWorx for DeviceNet software to download the network’s 

scanlist to the 1769-SDN scanner module 

(You can either use a scanlist from a new configuration or from a 

previously-used configuration. If the scanlist is a new configuration, we 

recommend that you save it to a new project for later use) 
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BACK UP ON DEVICENET NETWORK 

6. Use RSLogix 5000 programming software to download the 

appropriate user program to the CompactLogix controller 

(The program should contain the explicit messages that enable the 

backup feature for this controller and scanner module: Next 

section). 

7. Put the controller into Run mode. 

8. Either disable power to the controller or disconnect the scanner 

module from the DeviceNet network 

(This controller will be the secondary controller) 

9. Connect the other CompactLogix controller with a 1769-SDN 

scanner module on the network. 

10. Set the node address to 0 

11. Apply power to the controller and scanner module 
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BACK UP ON DEVICENET NETWORK 

12. Use RSNetWorx for DeviceNet software to download the same 

scanlist used in step 5 

(It may be necessary to browse the network again before 

downloading the scanlist. This second browsing of the network 

allows RSNetWorx for DeviceNet software to establish 

communication to the new scanner module at the same node number 

as the previous scanner) 

13. Use RSLogix 5000 programming software to download the user 

program to the second CompactLogix controller as you did in step 6. 

(Typically, you download the same user program to the second 

CompactLogix controller as you did to the first. However, unlike the 

scanlists, the user programs in the controllers do not have to be 

identical). 
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BACK UP ON DEVICENET NETWORK 

14. Put the controller into Run mode. 

(This controller is now ready to use and is the primary controller). 

15. Reapply power to the secondary controller and/or reconnect the 

secondary scanner module to the DeviceNet subnet 
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CREATING TAGS FOR BACKUP 
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WIRTING LOGIC FOR BACKUP 

After CommandRegister.Run Command 

is executed, users can I/Os data via 

devicenet network  
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CONFIGURING MSG TO GET HEARBEAT 
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SELECTING SDN TO GET HEARTBEAT 
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CONFIGURING MSG TO SET HEARTBEAT 
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SELECTING SDM TO SET HEARTBEAT 
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192.168.1.20 

255.255.255.0 
192.168.1.21 

255.255.255.0 
192.168.1.24 

255.255.255.0 
192.168.1.25 

255.255.255.0 

DATA TRANSFER BETWEEN CONTROLLERS 

Transfer data via Ethernet network 

Each device must has a different address 
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192.168.1.21 

255.255.255.0 
192.168.1.2 

255.255.255.20 

Controller tag 

 

 

 

 

 

Produced 

consumed 

Controller tag 

 

 

 

 

 

Consumed 

Produced 

Controller tag 

 

 

 

 

 

Consumed 

Produced 

192.168.1.4 

255.255.255.20 

Transfer data via Ethernet network by produced and consumed tag 
DATA TRANSFER BETWEEN CONTROLLERS 
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DATA TRANSFER BETWEEN CONTROLLERS 

Tag guidelines for Produced and Consumed Data  
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DATA TRANSFER BETWEEN CONTROLLERS 

Produced and Consumed Tag Definitions 

Connections for Produced and Consumed Tags 
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DATA TRANSFER BETWEEN CONTROLLERS 

Number Connections for Produced and Consumed Tags 

Example of Number Connections for Produced and 

Consumed Tags 
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DATA TRANSFER BETWEEN CONTROLLERS 

Create and configure a Produced Tag: Add the consumer 

controller via ethernet network then create controller tags 
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DATA TRANSFER BETWEEN CONTROLLERS 

Create and configure a Produced Tag: Add the consumer 

controller via ethernet network then create controller tags 
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DATA TRANSFER BETWEEN CONTROLLERS 

Edit properties of Produced Tags 
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DATA TRANSFER BETWEEN CONTROLLERS 

Choose Tag type is Produced then choose connection tab to 

add Max consumers 
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DATA TRANSFER BETWEEN CONTROLLERS 

Consumed Tag is produced and configured by another 

controller 

Create and configure a consumed Tag: Add the producer 

controller via ethernet network then create controller tags 
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DATA TRANSFER BETWEEN CONTROLLERS 

Consumed Tag is produced and configured by another 

controller 

Create and configure a consumed Tag: Add the producer 

controller via ethernet network then create controller tags 
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DATA TRANSFER BETWEEN CONTROLLERS 

Edit properties of controller tag  

Choose Tag type is consumed then choose connection tab to 

connect to producer controllers 
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192.168.1.21 

255.255.255.0 

192.168.1.4 

255.255.255.20 

Controller tag 

Tag1, tag2.. 

Message control 

Data table write 

Data table read 

 

Controller tag 

Tag1, tag2.. 

Message control 

Data table write 

Data table read 

 

DATA TRANSFER BETWEEN CONTROLLERS 
Transfer data via Ethernet network by Message control 

Ins 



EEEF 

      79 HCMUTE 11_2014 phuongtv@hcmute.edu.vn_0908248231 

Use Message instruction to read, write data 

DATA TRANSFER BETWEEN CONTROLLERS 
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To transfer data, add an Ethernet module and set IP address 

of remote station in hardware configuration transfer station 

and vice versa. 

DATA TRANSFER BETWEEN CONTROLLERS 
Use Message instruction to read, write data 

Station 1 
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add an Ethernet module and set IP address of remote station 

in hardware configuration transfer station and vice versa. 

DATA TRANSFER BETWEEN CONTROLLERS 
Use Message instruction to read, write data 

Station 2 
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Create tags in controller tag for each station. 

DATA TRANSFER BETWEEN CONTROLLERS 
Use Message instruction to read, write data 
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Add and configure parameters for Message control Ins ( only 

for one station) 

Use Message instruction to read, write data 

DATA TRANSFER BETWEEN CONTROLLERS 
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Add and configure parameters for Message control Ins 

Use Message instruction to read, write data 

DATA TRANSFER BETWEEN CONTROLLERS 
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Download program to plc and check respondent of data 

Use Message instruction to read, write data 

DATA TRANSFER BETWEEN CONTROLLERS 



EEEF 

      86 HCMUTE 11_2014 phuongtv@hcmute.edu.vn_0908248231 

CONTROLNET OVERVIEW 
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CONTROLNET OVERVIEW 

The ControlNet network provides high-speed transmission 

of time-critical I/O and interlocking data and messaging 

data. 

The ControlNet network is most often used in these ways: 

  As the default network for the ControlLogix platform 

 As a backbone to multiple distributed DeviceNet 

networks 

 As a peer interlocking network 
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Use ControlNet Communication Modules in 

a Control System 
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Use ControlNet Communication Modules in 

a Control System 

 The controllers produce and consume tags among 

themselves. 

The controllers initiate MSG instructions that 

send/receive data or configure devices. 

The computer uploads and downloads projects to the 

controllers. 

The computer configures devices on the ControlNet 

network and configures the network itself. 
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Exchange Information on a ControlNet Network 

 With unscheduled data, the device from which a message 

originates, such as a Logix5000 controller, contains the 

path information that makes sure the message reaches its 

consumers 

 Scheduled data in Logix-based systems use the 

producer/consumer networking model 

 The controller can also produce data for other controllers 

to consume. 

 Digital input modules produce (multicast) their data 

either upon a change of state (COS) or periodically 
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Control I/O Via ControlNet Network 

 With unscheduled data, the device from which a message 

originates, such as a Logix5000 controller, contains the 

path information that makes sure the message reaches its 

consumers 

 Scheduled data in Logix-based systems use the 

producer/consumer networking model 

 The controller can also produce data for other controllers 

to consume. 

 Digital input modules produce (multicast) their data 

either upon a change of state (COS) or periodically 
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CONTROLNET MODULES  
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INSTALLING CONTROLNET MODULES 
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SETTING MODULE ADDRESS  
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CONTROLNET CABLE  
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Control I/O Via ControlNet Network 

When configure a remote ControlNet communication 

module or an I/O module, connection format must be 

choosen. There are two type of communication format 

Direct or Rack-optimized connection 
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Control I/O Via ControlNet Network 

Add Distributed I/O 
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Control I/O Via ControlNet Network 

Validate Connections 
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CHOOSING COMMUNICATION FORMAT 
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Communication Format with a Remote ControlNet 

Communication Module 

CHOOSING COMMUNICATION FORMAT 
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Communication Format with a Remote ControlNet 

Communication Module 

CHOOSING COMMUNICATION FORMAT 
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Communication Format with a Remote ControlNet 

Communication Module 

CHOOSING COMMUNICATION FORMAT 
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Direct connections for I/O modules 

CHOOSING COMMUNICATION FORMAT 
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Rack-optimized connections for I/O Modules 

CHOOSING COMMUNICATION FORMAT 
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Control distributed I/O over a ControlNet network. 

RSLogix 5000 

 Configure hardware system: CPU, Local modules, 

Local ControlNet Module, Remote ControlNet 

Modules, Remote I/O Modules. 

 Write program to control system 

 Download program to the CPU 

RSNetworx for ControlNet 

Schedule ControlNet Network 

Rechedule controlnet network 

Download to network 
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Control distributed I/O over a ControlNet network. 

Using RSLogix 5000 to control system over ControlNet network 

Connections is not Scheduled 
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Control distributed I/O over a ControlNet network. 
Schedule the Network 

1 
2 

3 
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Control distributed I/O over a ControlNet network. 
Schedule the Network 

Check Edits Enabled, RSNetWorx for ControlNet software reads data 

in the ControlNet modules and builds a schedule for the network. 
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Control distributed I/O over a ControlNet network. 
Schedule the Network 

To change the network properties from default settings to those that 

best fit your network, from the Network menu, choose Properties 
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Control distributed I/O over a ControlNet network. 
Schedule the Network 

change the network properties from default settings 
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Control distributed I/O over a ControlNet network. 
Schedule the Network online 

Save Scheduled File: From the Save Configuration dialog box, click Optimize and rewrite the 

schedule for all connections. 

Selecting  merge changes into the existing schedule, those controllers whose connections have 

not changed remain in Run mode rather than changing to Program mode 
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Schedule the Network online 

Control distributed I/O over a ControlNet network. 

After saving, I/O modules are scheduled and good connection 
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Writing logic to exchange data with remote I/O modules based 

on their address in the system.  

Control distributed I/O over a ControlNet network. 
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Produce and Consume Tags 

(interlock controllers) 

Scheduled Message(Produced and consume) 

Unscheduled Message ( MSG) 

Configure hardware systerm and write logic as the 

same ethernet network except path information 

 


